Pork Pen and Paper

Taken directly from the book: "The history of treasure maps" ...The ancient art of treasure map
sketching and clue writing is frequently accompanied by a bit of pork meat to keep the writer
focussed until his map was complete. There was a small decrease in popularity around 1800 due
to difficult distribution of treasure maps when the senile pirate "old buzzard" started writing his
cryptic guidance on live piggies...

Attachments

porkpenpaper.png




Decode met:

Result:

GNKL HNUTL!
JFWIJYS MQQB TQ
OGQW TDL FJ AUSL
KNHDLI DLIL NS
JCFIM TQ
ILNPAUISLYQU

cal yaul Lccalt!
TDL CFJM NS
HNMHLGILNGVLGTLB



Monoalphabetic Substitution Decoder
AlB|lc|p|E[F|G|H|E[3|K|L|M[N|[o|P|a|rR|5|T|U
B|D[F(H{3[L|N|[p(r]|a|c|E|c|x|P[k|o|X|5|T|0

= Alphabet Encrypt BOFHILNPRACEGIPKOXSTUVWZYQ
= Alphabet Decrypt JAKELCMDNEPFGQHOZISTUVWRYX

cin(k(c] [Rin[ZlalTiciel [3lelw(3]Y]s] [m
nz{cle|l [plz|rlalT|elr] [AlL|w|al¥|s| |a
| lelclaiw| [T\l |E|3] (a|u]ls|c] k(w8
o P/NO ynle| [L[&] |eluls|E] lc|x
plL|T|L s (3] lelelzm] [Tlal (T[N
HE R E s| |al [F|L[&le] I7[al |R|E[Z
L] |¥ig clalz| |¥lalulz| [clelcla|E[T
e| (v|lolu| [Flo|r| |v|o|ulr| |E|F|[F|o|r|T
Elatm| [N[s| (HINMRICIGlTICINlG | V(L
L|ale| [z]s| |Plz|ac|P|E|n|r|E|Z|N][V|E

* PLAINTEXT LANGUAGE | English v

DECRYPT AUTOMATICALLY

The flag is
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French Vinaigrette

A French pirate gave us the following message: ipvpbvpbvlbjtgjtaiagweysguvmtxtg. We asked
him what to do with it and he said that we had to decode it with vinaigrette! Alas, we threw the
paper in vinaigrette and nothing happened! Such a shame to throw away good food!

Points: 30
Category: CRYPTO

VIEW H EMCODE DECODE
. ) . ) )
Ciphertext - Vigenére cipher -

jpvpbvpbvlbjtgitaiagweysguvmtxt
Standard Vigenére cipher

g
pirate
ey
abcdefghijklmnopgrstuvwicyz
Maintain case v Include |gnore

- De

Flag: thepiratelifeisthelifeformematey

VIEW

Plaintext -

thepiratelifeisthelifeformemate
¥



ICBM

Yarrr me Matey, some fellow buccanneers have left us a chest. Inside is a Nuclear launch
administration panel, however we can't seem to be able to login to obtain the Nuclear Launch
code. Make us proud, ye landlubbber!
https://drive.google.com/open?id=1x1U9Brl6Js74BxjNKV2UrJOjNOkHgZzo

Points: 80
Category: REVERSE

Gdb:

("3455441xvc@#453fnwertgh5454414325bswd4564derrrs" )
./Adminpanel:

:~/Desktop/HTF# ./AdminPanel
Welcome General!

Please enter your password:
345544 1xvc@#453Tnwertgh5454414325bswa4564derrrs
sh: 1: cls: not found
Please make a choice:
Generate nuclear launch code

2. Exit
= 1

Nuclear launch code:; BQ=77K~Yke3o\FDDT"

Press any key to exit

Flag = BQ=7?K~Yke30\FDDTA




Nmap -p-:

|
| UGIyYXRIIEdhdGV3YXkgdjAuMQ== |

| QWhveSEgc29sdmUgdGgniGNhcHRjaGEgdCcgY29udGludWUh |

I
MzE3MDgrNDQxOTY3

WWUgYmUgdG9vIHNsb3cgZmVylHRoaXMhIEdIdCB5ZXIgc2hpdCBOb2dldGhlciE=
Base 64:

Pirate Gateway v0.1

Ahoy! solve th' captcha t' continue!

MzE3MDgrNDQxOTY3

Ye be too slow fer this! Get yer shit together!



Sunflower:

e Enigma machine
e Rotoren waren grote letters in duitse tekst

Pirate Net

e Eerstalle dns request naar file (de tekst)

HasTAHKERL SAATO2HEWDOXABABI 131 6RAQAA

H4sTAHOERL sAA7OZHEHDCKABABS 15 GRAQAA
H4sIAHOEm1SAATOZHEWDCXABABI1xi6RAQAA

H4sTAHSEmL SAATOZHEWDCXABABS1x16RAQAA

HASTAHSEm] sAATOZHEWOCKABABI1xi6RAQAA

H4sTAHWEmL SAATOZHEWDCKABABS 1 x 1 GRAQAA

H45TAHRERL SAATOZHEHWDCKABABIIxISRAQAA

H4sTAHBERL SAATOZHEWDCXABABS 1 xI6RAQAA
H4sTAHAEmLSAATOZHEWDCKABABI1 i 6RAQAA

H4sTAHAEmL SAATOZHEWDCXABABS 1x i SRAQAA

H4sTAHBEm] SAATOZHEWDCKABABI Ix16RAQAA

H4sIAHBER] SAATOZHPIAXYBEUBSONS IFUADY T4 InkQEAAA==
HAsTATAEmLSAATOIHPIATAEgREtONSIFUADXHER1KQEARA==
HAsTATAEmL SAATOIHPIATAEgEBtoNSIFUADKHEP 1 KQEAAA==
H4sTATEEm] SAATO2HPIAXQEEF JAAKrDEQLURLMAFAT aGQCWRAQAA
HASTATEEmLSAATOZHVIAT RQDLGAFF AA
H4sIATIEmI SAATOZHYVIATWEOSADALRQDLEAFFBUEKQEAAA==
HAsTATMEm] sAATO2HYIJATWEC9AbaLRODL gAFFBUEKQEAAA ==
H4sTATMER] SAATO2HY IATWEDSADALRQDL EAFF BUEKQEAAA==
HesTATQERL SAATOZHVIATWEOSAbaLRQDLEAFF BUEKQEARA==
H4sIATQER]SAATO2HVIATWEOSAbALRQDLEAFFBUEKQEARA==
HAsTATUEml SAATOZHVIATWECSADaL RODLEAFFBUEKQEARA==
H4sTATUEmLSAATO2ZHVIATWEOSADALRQDLEAFF BUEKQEARA==
HesTAIYEmLSAATOZHVIAT RQDLgATF AAA
HASTAIYEmL sAATO2HY JATWEDSABALRQDLEAFFBUEKQEAAA==
HesIATcEml SAATOZHVIATWEOOADALRQDLEAFFBUEKQEAAA==
HASTAIgEml sAATOZHY JATWEOSAbALRODL gAFFBUEKQEAAA==
H4STATGEmISAATOZHVIAT RQDLGAFF BUEKQEAAA
HASTATREmL sAATO2HVIATWEDSAbAL RODL gAFFBUEKQEAAA==
HasTATKEm] SAATOZHVIAXQBO1AFALRQDLEBCrHeSKQEAAA==
HasTAToEml SAATO2HEWDCHABABI1x16RAQAR
H4sTAToEmlSAATOZHEWDCXABABI1xIGRAQAA
H4sIATSEmlSAATOZHEWDCXABABI1xi SRAQAA

H4sTATSEml SAATOZHEWDCXABABS1x16RAQAA
HAsTAIWEmlSAATOZHEWDCXABABI1xi6RAQAA

H4sTATREmL SAATOZHEWDCXABABS 1 xi GRAQAA
HesIATREmLsAATOZHEWDCKABABI1xI6RAQAA

H4sTAT4EmL SARTOZHEWDCXABABS 1 x I 6RAQAA

H45IAT4EM] SAATO2ZHEVOBOrqBBRNAQAY Zv4 IKQEAA

Deze vanuit base64 vertaald

e De eerste 3bites waren van gzip data
oooeeeeo: 1f8b e80e 79e4 9aSb 0003 b3b6 1eeS 8309 ....y..[........
000L0010: 7001 ee1f 75c6 2e91 0100 80 Bl lvate aye

e  Script gebruikt om te uncompressen

e File uitgezoemd




Steven seagul;

Steghide

Dan was er een squashfs
Die mounten
Dan de stash openen

Video downloaden met wget
Hierin zat een archive met mp4 video
Daarin zat een flag gevonden met strings

Angry parrot

Eerst naar site gegaan

Eerste characters (wjRjt09) achter url gezte -> meer characters op pagina

g

nynox.eu/v

JSON Raw Data Headers

Save Copy Collapse All Expand All

Andere pogingen werkte soms niet
Scipt gevonden om alles te testen om de juiste cookies te vinden:



import requests
impert urllib

def fetch(suburl):
L
global baseurl
global cookie
url = baseurl+suburl
print url
r = requests.get(url, cookies=cookie)
if "This path leads nowhere" in r.text:
return
print r.text
x = r.text.replace('[','').replace(']", ''}.replace('"',"'"}
suburls = x.split(',")
if len{suburls) != 5:
if “cookie® in r.text or “COOKIE" in r.text:
print r.cookies
cookie[r.cookies.keys{)[08]] = urllib.unquote(r.cookies|[r.cookies.keys()
[8]]).decode( ' utfs")
for sub in suburls:
fetch(suburl+"/"+sub)

baseurl = “http://51.68.252.196:80882"
cookie = {}
fetch('')|

e Dieinfo kwam in een file met daarin de flag

Jack The Swimmer

e Uitgetekend in paint

Very interesting marooned file

e Deze herkende ik als vim -> uitgetypt in vim

Strange bar;

e Stlfile -> 3D file

e Geopend in blender

e Naarbinnen gekeken

e De bovenkant eraf gedaan
e String gevonden

Davy Jones Double locker

e 2*sha256 decoded



