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BACKGROUND

MANY HOUSEHOLDS HAVE 
SMART DEVICES

SECURITY CONCERNS 
BECAUSE OF 

“SMARTIFICATION”
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RESEARCH 
QUESTION

HOW SECURE ARE SMART-HOME DEVICES ?
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OBJECTIVES

RESEARCH SECURITY OF 
SMART HOME DEVICES

CREATE A PAPER FOR 
ACADEMIC USE 
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METHODOLOGY

Raspberry 
Pi setup 

Kali Linux Wireshark
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WORKING ABROAD BUT FROM HOME

• The challenges of projects in the era of corona

• No access to campus equipment

• Meetings only possible online

• Workspace and living space are the same

• Challenges of writing academic paper

• No previous knowledge

• Lots of (unknown)document regulations
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RESULTS

Most devices were secure

6/7 devices

Privacy still an issue

6/7 devices

1 device is secure and 
protects privacy

Exploits might be possible
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RESULTS
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CONCLUSION

• Always potential for improvement

• Higher level of security
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FUTURE RECOMMENDATIONS

ENCRYPT ALL TRAFFIC NEW UPDATES UNTIL 
MAJOR SECURITY 

ISSUES FIXED

ENCRYPT ALL DATA INVEST MORE IN 
PRODUCT SECURITY
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REFLECTION

• What did we learn

• Academic paper 101

• Ways to test devices

• How to build a packet-sniffer

• What would we do differently

• Choose a moment without Corona
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REFLECTION

• Would we still do this project

• YES

• Working on an international project

• Develop English speaking & writing skills

• Create international (business)contacts 
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REFLECTION

• Being on exchange

• New friends and cultures

• Usefulness for future career

• Very: No other opportunity to work on a research paper

• Ability to work with a international team

• Looks good on a CV
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QUESTIONS ?
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